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anottemce of the Document

Release Authorization (DRA)
process to export control.

The KSC DRA process is standard procedure
for NASA engineering and government
contractors. The following is an outline of the
process. (1) Document Drawing Numbers are
sequentially assigned from the Configuration
Management Data System (CMDS) 79K, 80K
etc. (2) NASA engineers and government
contractors work with an Architecture and
Engineering firm (A&E), and the drawing and
Project Control Number (PCN) are used to identify
the project all the way through the design
process. (3) Once the design process is complete,
the design engineer requests a DRA number from
the Electronic Documentation Center (EDC)
Release Clerk (InDyne). The completed form which
includes attributes for configuration management
contains a project engineer signature.

(4) The DRA is processed in the EDC and
submitted to the Printing and Micro Imaging shop
for scanning and hardcopy distribution.  The
scanned image is placed in the Kennedy Electronic
Documentation System (KEDS), and the hardcopy
is mailed to the addresses on the DRA.

(5) Procurement is just one of the addresses the
document is mailed to, if the DRA specifies it. (6)
If the DRA documents do not have Export Control
(EC) stamps, we automatically attach an "EC" Tiger
stripe  form alerting the recipient that the
document/drawing should be handled with care for
EC purposes. (DRA Process furnished by
InDyne, Inc. - Micro-Imaging EDC) For more
Information —  Please visit ‘https://
tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-
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e tion. The USDOS/ITAR penal-
- ties: include imprisonment of 10
m::_m -’-w,:.-;-: years and $1 million per

D - violation.

v
S 0A ke

‘oo SO
Corkervems g
icusnans e
ot

- ‘!'Q‘ i
i
§

Page 10f38

KSC-P-1537F.pdf?gid=33547
Bypassing the DRA process could

NASA Export Control Program

cause an export violation that would Safeguarding
result in termination of employment| Copies of the =
NASA video are Strateg"i

and you may face the potential| ... through Aerospace

violation of ITAR and EAR| the KSCExport :
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by fine, imprisonment, or both.

http://exportcontrol.ksc.nasa.gov/exportcontrol.ram

Kennedy Space Center—Export Control Office
Mission Statement
“To protect our NASA Civil Servants and government Contractors

through the enforcement of export and import compliance
regulations”. http://exportcontrol.ksc.nasa.gov



https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
http://exportcontrol.ksc.nasa.gov/�
http://www.nasa.gov/�
http://exportcontrol.ksc.nasa.gov/exportcontrol.ram�

Page 2 Export Control Brief

June 2006

v Disclosure of Unauthorized Export of

-to-Print Drawings and Specifications

sue a Voluntary
ort of Unclassified
ifications to the U.S.
of Defense Trade
C) The voluntary
C Aerospace employee
classified  build-to-print
of the Range Safety Unit
Processor Printed Circuit
uest for Proposal to an
The “Board” is part of a
metry System for tracking
C is assisting in developing
-Affiliated Technology
(USTDC) with NASA’s

ineers.

tion was made by a routine
lke, ASRC’s Procurement
Official. Mr. Boelke had
results of his investigation
tion.

er the NASA engineer
r the ASRC engineer
tice on the drawing,

(DRA) process.

ion was classified

(d), Military

ASRC immediately took corrective action:

e Required that all Procurement personnel be given
refresher export control training.

e Issued a directive that all ITAR-controlled
documents include an Export Control Stamp.

e Reinforced the DRA process within the ASRC
engineering community.

e Updated the ASRC—Export Control Web Based
Training tool.

e Requested NASA to issue a directive to their

engineers to label all drawings and to follow the
DRA process.

ASRC  received notification from the USDTC
Enforcement Division closing the case “without taking
enforcement action”. However, they reserved the right
to reopen the case and have asked for ASRC’s
compliance plan, written guidance on marking
documents and notification to who is able to export on
behalf of ASRC. This violation had the potential of
substantial fines, prison terms, and the denial of export
privileges for ASRC. The violation could of also damaged
the good reputation of the ASRC Company and their
executives. The lessons learned from this experience are
to follow the DRA process, have drawings reviewed
and label all documents that are export controlled.
Please remember that it is your responsibility to comply
with U.S. export laws. It is critical that we strive to
protect U.S. national security by keeping the most
sensitive goods out of the most dangerous hands.

NASA Kennedy Space Center — Export Control Office

Points of Contact

d

Wayne Ranow, Center Export Administrator
Email: Wayne.Ranow-2(@nasa.gov

Tel: 321-867-6066

Melanie Chan, Associate CEA and

Export Control Representative for KT

Email: Melanie.R.Chan@nasa.gov
Tel: 321-867-6367

William Collins, St. Technical Ditrector

General Dynamics

Email: William.Collins-2(@ksc.nasa.gov
Export Hot Line: 321-867-9209

Wayne Ranow

Export Control Web Site

http://exportcontrol.ksc.nasa.gov
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Export
Control
News

xport control news from the USDOC
and the USDOS.

Venezuela: The U.S. Department of
State’s Directorate of Defense Trade
Controls (State/DDTC) has posted the
following notice on its website clarifying
the announcement of suspension of arms
trade with Venezuela: “On May 15, 20006,
pursuant to Section 40A of the Arms
Export Control Act (AECA), as amended,
the Department of State transmitted to
Congtress a determination and certification
by the Secretary of State that Venezuela is
not fully cooperating with the antiterrorism
efforts of the United States. Accordingly,
as of October 1, 2006, new U.S. sales and
licenses for the commercial export of
defense articles and defense services to
Venezuela will be prohibited. In
addition, as a matter of policy, as of
October 1, the retransfer to Venezuela of
U.S.-origin defense articles and
technology will not be permitted. In the
period before October 1, the United States
will continue to carefully scrutinize all
proposed arms transfers and sales tO
Venezuela on a case-by-case basis. Exports
that do not support the foreign policy and
national security goals of the United States
will not be approved.” URL: http://
a257.g.akamaitech.net/7/257/2422/01jan2
0061800/ edocket.access.gpo.gov/2006/06-
4656.htm)

China: US to Propose More Licensing Controls on Exports to China: Forbes,
May 22 - The US is likely to propose witht
on about 46 more export items for China if
US official said. David McCormick, underse
and security, also told reporters in Beijing that t
controls over sales to Chinese importers deemed t0
.” McCormick said that about 46 items would be at
requiring licensing for export to China if intended
civilian, use. . . . He described the proposed changes, tO
consultations within weeks, as 'less restrictive' than the o
months ago. That list reportedly ran into hundreds of ite
policy to preclude any exports that could potentially help C

http:/ /www.defenselink.mil/pubs/pdfs/China%20Report%d
USDOC: BIS Posts New Frequently Asked Questio
Homepage

The U.S. Department of Commerce’s Bureau of Industry and S
posted a new Frequently Asked Questions Guide on its Interne
page is designed to give people who are new to exporting, and, i
export controls, a general understanding of BIS regulations and
Please visit the following URL.

http://www.bis.doc.gov/ExportLicensingQandA.htm

(Article contributions made by Gary L. Stanley, President of Global Legal §
D.C.) E-mail gstanlev(@glstrade.com

USBIS Export Control Publications
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Dont ILet This Happen To You 2005.pdf

http://www.bis.doc.gov.
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Majorcaselist.pdf
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For forms and current ex-
port information, please
visit these official export-
control web sites:

Arms Export Control Act of 1976

International Traffic in Arms

Govern export of defense articles and
services
technologies/ systems.

The United States Munitions List

Export Administration Act of 1979
Export Administration Regulations (EAR

Govern the majority of US commercia
exports (civil and dual-use) as well as
International Space Station (ISS) hardware.

The Commerce Control List (CCL)

Regulations (ITAR)

to include most space-related

www.bis.doc.gov/

THE

FOR SPACE EXPLORATION _2

&

(USML)

www.pmddtc.state.gov.
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“Export Control... The first line of defense”

A Message from

Wayne Ranow, the Center Export Administrator

l i elcome to our second edition of

the Export Control Brief.

Dryden Flight Research Center: 1 am
proud to state, we are the only center
with an export control newsletter and we
displayed the first edition at the NASA
Export Control Conference held at
Dryden Flight Research Center. The
newsletter was well received and drew
lots of complements from attendees. In
fact, other Center Export Administrators
requested our template so they could
produce their own newsletter. “To copy
is the best form of flattery.”

Vandenberg Air Force Base:

The trip to
California
also
provided a
chance to
visit VAFB
NASA
personnel
and assess the training and export
practices in place at our west coast
launch facility. The VAFB personnel and
contractors were well versed in export
awareness and this resulted in our first
ever recognition of export compliance.
Congratulations to the VAFB launch
support team, Pam West, and Dan Foss
for their export awareness and training

program.

Annual Export Control Conference:
KSC was selected to host the 2007
NASA Twelfth Annual Export Control
Conference and it will be held at the
OSBII conference facility April 3-5,
2007. More details will be forthcoming as
the planning progresses. Export Control
managers and their support contractors

EXPORT CONTROL
COMPLIANCE RECOGNITION

ANCE RECOGNITION

H

KSC Export Control Web Site:

http://exportcontrol.ksc.nasa.gov

from all the NASA centers will be in
attendance along with guest speakers
from the Department of Defense,
Department of State, and Department of
Commerce.

DRA Process: I would like to
emphasize the importance of following
the DRA process outlined on the front
page of this issue. Failure to follow the
process was determined to be a factor
that lead to an export violation by one of
our subcontractor’s in March. The DRA
process places documents in EDC and
KEDS does not release the documents
without an export determination or the
form KSC-OP-12/04 attached.

KOPKSC-P-1537
REV.F

T
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(https://tdksc.ksc.nasa.gov/servlet
dm.web.Fetch/KDP-KSC-P-1537F.pdf?
¢id=33547)

This form is the goldenrod yellow piece
of paper stating the document may be
export controlled. The summary
explaining the violation is included in this
edition of the newsletter. Please do your
part and ensure all documentation has an
export determination before it leaves the
center of before it is published.

KSC Export Violation:

KSC has experienced another export
violation, this time dealing with the
shipment of the Shuttle Remote
Manipulator System (SRMS) to Canada.
This violation
was not
intentional
and was
merely a lack
of
understanding
of the export
laws, rules, and regulations and the fact

they do change. I would like to remind you
that things change and just because we did
something a certain way for years does not
mean it is the correct way today. This was
the case and it lead to an export violation
with the shipment of the SRMS to Canada
on numerous occasions. NASA and USA
shared in this violation and we each
submitted a voluntary disclosure to the
Department of State. USA and NASA
have made the changes necessary to
prevent future export violations with
shipping equipment and flight hardware to
foreign destinations. The violation is still
under review by the State department.

Stay export aware!

National Aeronautics and
Space Administration

WWW.rlaSﬂ..gOV

The Export Control Brief is the official publication of
the Kennedy Space Center Export Control Office in the
interest of KSC civil servants and contractor employees.

Managing Editor: William J. Collins, General
Dynamics, NASA-KSC Export Control Office

Approved by: Wayne Ranow, KSC Center Export
Administrator, NASA KSC Export Control Office

Approved by: the NASA KSC Mission Support Office of Strategic
Communications, for instruction/training and for U.S.G. policy
direction/objectives as per the “NASA Style Guidelines.”



https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
https://tdksc.ksc.nasa.gov/servlet/dm.web.Fetch/KDP-KSC-P-1537F.pdf?gid=33547�
http://exportcontrol.ksc.nasa.gov/�
http://www.nasa.gov/�


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJDFFile false

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /Description <<

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /DAN <>

    /DEU <>

    /ESP <>

    /FRA <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /PTB <>

    /SUO <>

    /SVE <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



